&é SYNOFORCE MAKING IT SIMPLE

Passwords: what actually keeps you safe

Long beats complex, unique beats clever, and a password manager beats memory.

Three rules cover almost everything:

1. Longer is stronger. A 4-word passphrase like coral-window-baker-tuesday beats P@sswOrd! by miles.

2. Never reuse a password across sites. Breaches at one service are replayed against every other service within
hours.

3. Let a password manager remember them. You only memorize one strong master passphrase; it generates
and fills the rest.

What we handle for you

As your IT provider we can deploy and manage a business password manager, enforce strong policies without you having
to think about them, and monitor for your accounts appearing in known breaches. If you'd like this set up, open a ticket.

Never share passwords over email or text. If you must hand us a credential, ask us for a secure one-time link — we'll
send one.
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